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HHG’s Hybrid Cloud Integration Platform 21 Ls

AIN-1587: Bring Your Own Flow: Live Demo and Deep Dive
into Enterprise Class Hybrid Clouds

Attendees will see a live demonstration of the recommended practices for
architecture, deployment, maintenance and management of a secure
WebSphere integration infrastructure running across three hybrid clouds.
The demonstration will show the connectivity scenario of "bring your own
flow" with IBM Integration Bus running both on- and off-premise, and
DataPower acting as the secure cloud connector. The connection to
external endpoints will be through the IBM APl Management product on
SoftLayer with the HHG custom API Portal running also on SoftLayer.
Cloud management on SoftLayer will be via IBM PureApplication Service
on SoftLayer, with various options demonstrated multi-cloud management
Including QRadar, UurbanCode Deploy as well as IBM Cloud
Orchestrator.

Stream: Application Infrastructure and Integration

Track: Innovating with APIs, Gateways, SOA



Cloud Components HHG

* IBM APl Management for Internet APl access
APl Management Dev Portal for Internet developer access

* IBM API Management and DataPower for access control and
dynamic routing (policies from WSRR)

 |[IB, BPM and/or ODM for middleware processing and or routing
(duplicated to each cloud)

« WAS/DBZ2 for backend application

UrbanCode Deploy with patterns for lifecycle management

QRadar for security incident and event management

IBM PureApplication Service on SoftLayer

IBM Cloud Orchestrator for multi-cloud management
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A typical selection of... _ _ HH{G
Analyst Cloud Prognostications...

IT service architectures will become even more complex so IT must get
better at complex IT service infrastructure design, automation, roll out and
operations

Over the next two years, a majority current service providers will manage
their customer workloads on top of a leading cloud provider

Over the next two years less than one quarter of large enterprise IT shops
will have completed a significant platform or workload driven PaaS/
Infrastructure deployment

Over the next two years more than 50% of the new Business
Intelligence/Analytics implementations will be on the cloud

Multi-cloud integration technologies will preferentially drive incremental
migration to the cloud of the enterprise’s proven on premise integration IT
Infrastructures



A LIVE 50 Minute Technical Infrastructure Walk-through... HHG

HHG’s Hybrid Cloud Integration Platform (1) e

1.
2.

HHG Multi-cloud Topology

Functional use case demo: Multi Cloud, Multi Broker routing from external APIs
a) APIs managed from custom Drupal portal

b) APIs route through the APl domain on DataPower to the correct version of IIB on any cloud
c) DataPower custom policies from WSRR

. SoftLayer Bare Metal ESX server

a) From On-Prem to SoftLayer Bare Metal
b) Production Topology
c) Cloud Management

.IBM PureApplication Service on SoftLayer

a) IBM PureApp Service on SoftLayer overview
b) Basic Web App & WAS pattern and properties
c) Dev/Test Topology

d) PureApp Shared Services

e) PureApp Monitoring

f)  ITCAM Monitoring the Integration Bus flows
g) Patterns: BPM Pattern on PureApp

h) PureApp Pattern Editor

1) HHG ESB in a box in a Box Pattern

|) DataPower Virtual Edition on PureApp



A LIVE 50 Minute Technical Infrastructure Walk-through... HHG

HHG’s Hybrid Cloud Integration Platform (2) e

6. Integration Broker on IBM PureApp
a) lIB Pattern Deployment

b) 1IB Properties
7.11B Lifecycle Management with UCD
a) UCD IBM Integration Broker lifecycle management project
b) UCD project to completely deploy Integration Broker including selected BAR file

8.1BM API Management from the HHG custom Drupal portal
a) APIs route through the API domain on DataPower to the correct version of the Integration Bus
on any cloud

b) DataPower custom policies are available from WSRR

9. Security Information and Event Management QRadar
a) QRadar monitors the components across multiple clouds

b) DataPower DSM is monitored by QRadar
c) QRadar monitoring example of custom rules
d) QRadar Monitors MQ/IIB
10.IBM Cloud Orchestrator Manages Multi-Clouds
a) Manage multiple clouds from one location
b) ICO Patterns similar to IBM PureApp Service or PureApp System
c) Deployments include parameter setting
d) 1,000's of APIs, workflows and catalogs (Customer designs it, builds it and maintains it) 8



HHG Multi-cloud Integration Platform HHG
Deployment Topology

» HHG already runs a multi-cloud infrastructure within the HHG on premise Integration Labs.

» HHG invest in fully integrated and cross brand demo, POC, PoT and training from all legacy
brands of WebSphere, Information Management, Tivoli, Rational, Security & POWER/AIX
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» HHG recreated these IBM product integrations with Jan'@ry 2015 available versions on:
1. SoftLayer Bare Metal ESXi servers
2. PureApp Service on SoftLayer



SOFTLAY=R’

an IBM Company

PureApp Service on SoftLayer
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=~ Feem pcRerv B DPM IIB 9 HVE File ucb withff iccT& l{| Ico
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SoftLayer ESXI Cloud

10



Manage Functional or Cloud Management Access with
API Plans, cloud connectors or BlueMix... HHG

Functional Demo

DNS &

Vi
API
BPM leem || BPM lBPM UCD I1Bv SVN repo.
— Processl| ps PS PS Target
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SoftLayer ESXI Cloud
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Nodel| DB2 (HTTP), vCenter QRadar

‘WebSphere
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Access HHG API Developer Portal on SoftLayer from the Internet

* Invoke API #1: All On SoftLayer Production API Gateway to DataPower
Policy/Route to MQ/IIB ESB flow to backend WAS application.

* Invoke API #2: SoftLayer and HHG Integration API Gateway through to HHG
Integration Lab DataPower to [IB ESB flow to back end WAS application

* Invoke API #3: Original HHG Integration Lab API Gateway through to HHG
Integration Lab DataPower to [IB ESB flow to back end WAS application

11




Red is out of scope for today’s presentation and Bold is the focus... HHG
Implementation

* Create deployment architecture/ quantified technical use
cases

* Plan your environment, desired capacity & required SLAs
* Order your ESXi Servers from SoftLayer

* Plan your networking, security and access environment then
coordinate orders with SoftLayer and your network provider &
set access

» Install Infrastructure and Management for Cloud & VMs
» Install VMs

» Install and integrate products including DevOps/Lifecycle
Management

Create deployment architecture/ quantified technical
use cases

» Test & Turnover to users

Plan your environment, desired capacity & required SLAS *  Implement your standard ITSM support processes

Order your PureApp Service from IBM or Business Partner

Plan your networking, security and access environment.
Coordinate orders with IBM/Business Partner
plus network provider & set access

IBM PureApplication Service

Upload licensed patterns, images, etc. cer name:

Deploy desired configuration of shared services with
integration to enterprise services as necessary passiyord:

Deploy desired applications and/or VM assets

Install and integrate products including
DevOps/Lifecycle Management

Test & Turnover

Implement standard ITSM support processes



This integration could also be BlueMix...

Functional Demo Using HHG’s API HHG
Management Portal

My account Log out

HHG HHG Developer Network iy
APIs Are Us

Getting Started | APl Academy | About HHG | Community | Support | APls i AP| Testing

Home

API Testing

Select an application

"
-

Internal App

Select a method

HHG Cloud Account StRvice/Check account bal
e D b e
HHG Cloud Echo Service/Uppercase a string .
Account balance/Check balance API Test Account Service - Softlayer.mp4
Echo/Uppercase
MQ Service/Get balance
Latest News Recent blog posts Active forum topics
API Status Welcome First
Custom developer portal development HHG Blog Posts Echo service now available
More Developer site active
More
Access HHG API Developer Portal on SoftLayer from the Internet

;
»Invoke API #1: All On SoftLayer Production APl Gateway to DataPower Policy/Route to MQ/IIB ESB flow to backend W@gtim&_
»Invoke API #2: SoftLayer and HHG Integration APl Gateway to HHG Integration Lab DataPower to IIB g flow to WAS app.
»Invoke API #3: Original HHG Integration Lab APl Gateway to HHG Integration Lab DataPower to 1IB H ) bw to WAS app

>Invoke API #4: All On SoftLayer Production API Gate ESXi to DataPower PalryiRReutedour SeeAcH- Damnoce ta HEQNHE
ESB flow to backend WAS application. )

API Test Account Service.mp4




Multi-cloud HHHG APIs available HHG
through the HHG API Portal

io.. ©C Opscode Managem.. B3 IBM Workioad Depl.. [l Help - IBM WebSph... IBM Systems Director [ Using the IBM Patter... g IBM Workioad Depl... IBM Image Constn =~ @ I B M A P I M an ag e m e nt
fapimanagement S icomect= | K wi@nasdonnitorouscom~ @+ TBH deploys and manages
- m IU'sown domain on the

A s DataPower Gateway
@ | = = * APIs can be grouped
O Account Service (1 version) Isoftlayer/account a day ago

eturn an account balance i nto P I a.nS Wh iCh

Show m SoftLayer Cloud 0 Tag [,} ContrOI the Iocatlon and
”U'.L o : ﬁtc:::l:rnt TS ~ Sl fsoftiayermhg/account a day ago th e C I O u d ro Utl n g an d
oy application execution

=0 HHG Cloud &

Production A simple service to re

| « The API portal controls
e access to registered
users of the plan

Account Service - MQ (1 version) Isoftlayer/mg/account aday ago

Calling an MQ flow

e  There is also a second

HHG Demo domain on
e P the DataPower for
ST S routing and this routing
Cono Seice - SORLBNT I et can be dynamic based
on policies retrieved

FESA HHG Cloud @ fro m WS R R

14



This integration could also be BlueMix... HHG

Functional Demo Using IBM API
Management

/apimanageme nt BS InterConnect » A jwitt@haddonhilgroup.com~ @~ ZIEEE,
N\
A APls g
HHG CIOU s laccounts"- 1 v ® Sandoox @ Production L [:]
1t
O_I
Account Services service with HHG cloud back end
(2]
o Resources Security Properties Documentation
& Resource a
&
Method Path A Display name (optional) Description {optional) identification Authentication Actions
E /balance/{number} ::g':‘l;:ccount Get the account balance Yes No

Contact Support | @ibmapimgt



This integration could also be BlueMix... HHG

Routing by API Plan

GET Ibalance/{number} Get balance Check account balance ] x
C Implementation Tes
/apimaﬂagemeﬂt BH interConnect = A iwitt@haddonhillgroup.com~ @~
()
Sandbox ~ e APls m
0 0] |
2 OO O K Account ... ihhgiacco... (B ® Sandbox @ Production ——
‘aramete
= Account Semvices semice with HHG cloud back end

Response - )
X-Global-Transaction-ID: 2314035
Access-Control-illow-Origin: *
Date: Tue, 17 Feb 2015 20:55:01 GHT Resources Security Properties Documentation
Transfer-Encoding: chunked e
X-Backside-Transport: OK OK q} Resource Q
APIm-Debug-Trans-Id: S54affZlaed4b03dacl0d7£05e-1079a63¢
AP Iln—Debug—F}. lename: temporm:y s/ /,/ﬂp imdeb uga3875 .json Method Path A Display name (optional) Description (optional) Identification  Authenticetion Actions
Access-Control-Aillow-Methods: GET =
e hvenc-Tepe lapplicacion Jeon ibalancei{number} Check accountbal Getthe accountbalance @ x

Connection: Keep-Alive
From: 10.52.46.195:9001

N

(=

Sandbox

200 OK o

beshonse X-Global-Transaction-ID: 2315139
Access-Control-kllow-Origin: *

Date: Tue, 17 Feb 2015 20:56:19 GHT
Transfer-Encoding: chunked

X-Backaide-Transport: OK OK

APIm-Debug-Trans-Id: S54aff2laedb03dac10d7£05e-99334872-7762-4dB6-9c75-0671b476dd43
APIm-Debug-Filename: temporary:///apimdebug83g76.j=on
Access-Control-Allov-Methods: GET

Content-Type: application/json

Connection: Keep-Alive

From: 192.168.0.162:9080

(92




One approach is to use VMware to move your on premise config to SoftLayer u

vCenter...

HHG

Building your SoftLayer Bare Metal ESX Server™

vmware* vSphere Web Client #& @ root@iocalos * | Help «
4 vCenter s © X | [ 105246235 | Astions + = | X
| ‘_ﬂ a8 <X Summary | Monitor Manage  Related Objects = 2| Recent Tasks a
w ([ test3 1 e 7 ¥
|~ By —h 1151:45.135 :u- FREE: 17.08 GHz | All Running Failed
~ ) EsxisL Moast BUSE0 XN, USED: 2.14 oMz CAPACITY: 18.20 GHz

Tt NICs:

@Sz: @ ShutDown Guest 05 State:
iam &) Restart Guest 05 Uptime:
5 BPM
‘ i[nu; {9 Take Snapshot E
Y iy Revertlo Latest Snapshot B
& gyt 1 Manage Snapshots i
| GyliBve &2 Clone to Vinual Machine
1 sien 87 Clone to Template |
GbWAS G Edil Setiings. flory
iy Vel I
gws: Move To forns
: v gros2d Rename... age
Gy fles B Assion Tag E
&iccl % Remove Tag folerance
‘ Gbimps  Alams » france Version
$ QR |
BIORA L vcenter Actions » 21y VM

| 5 tE M
(b UCD with Pattems
(s UrbanCodeDeploy
Gy Mware-vCenter-Server- Powered On Secondary YMs

On Primary Wis

Total Secondary VMs

~ Related Objects
Cluster @ eswisL

’ Processor Type:  Intel(R) Xeon(R) CPU ES620 @ 2 40GHz
£ Logical Processars: 16

4

Virusl Machines: 15

Connected
7 days
1~ Configuration
Supermicro ESMESX Version
XBDTN Image Profile

[ ecPusx2406Hz
[ 28560 MB 138,205 B

vMofion Enabled
vGphere HA State

demo01 cloud hhgavnet com

1 Datastore(s) » EVC Mode
0| |~ Tags
400-400-400 Assigned Tag
0
a
L]
o
ol |

More Related Objects| | ~ Licensing
Usage
Product
Expiration date

Remaining time

WMware ESXi, 5,1.0, 799733
ESXi-5.1.0-798733-standard
Mo

@ NA

Host Configured for FT No

Disabled
m]
Category Desciption
This listis empty.
Assign,
o}

2CPUs

|8 vtware vBphere § Enterprise Plus (unlimited cores per CPU)
Never

Unlimited

Assign License Key.

Ll
| o
USED: 27 63 6B
STORAGE

USED: 612,35 6B

FREE; 68,10 68

CAPACITY: 9599 68

FREE: 1.03 TB

CAPACITY: 163 T8

My Tasks More Tasks

| 4 |
- 7 Work In Progress o

| = 3 marms [=]

|
| A | Mew(® Ackno.
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A VMware clone approach...
Purchase and Migrate HHG

| @ Actions - vCenter
& Open Console
P PowerOn
@ ShutDown GuestOS
&) Restar Guest 03
& Migrate...
£ Take Snapshot...
i Revertto Latest Snapshot
2 Manage Snapshots...
2% Clone to Virtual Machine...
£9 Clone to Template...

v
2 Select Destination Resource (U Change host
3 Select Datastore Move the virtual machine to another host

4 Review Selections

() Change datastore
Move the virtual machine's storage to another datastore

(&) Change both host and datastore
Move the virtual machine to another host and move its storage to another datastore

{3 EditSettings...
Move To...
Rename...
& AssignTag...
Remove Ta
& 9 1 Select Migration Type (@ seann )
Alarms » i 2 Select Destination Resource arr—
- [Ftesto3
AllvCenter Actions 3 Select Datastore ~ [lgHHGs!
4 Review Selections » ) ESXiSL

Select the cluster, host, resource pool, or vApp as the
w destination of s vitual machine’s migration.

Compatibility:

Qc bility checks

Allow host selection within this cluster

Back H Next Finish Cancal\




HHG ESX Application Host

vmware’ vSphere Web Client

f @

HHG

Haddon Hill Group

4 vCenter » ¥ X (i} UrbanCodeDeploy  Actions =
| 9 | & a8 g ‘ Gefting Started = Summary | Monitor Manage Related Objects
v [[testo3 '
- j HHGs! UrbanCodeDeploy .
| = G. 10.52.46.233 Guest OS O‘lheir 2.6.x Linux (64-bd) '
| Eb fasur Compatibilty:  ESXi 5.0 and later (VM version 8)
-y ViMware Tools: Running, version: 2147483647 (Guest Managed)

g FCCT2,x DNS Name:  ucd.cloud hhgavnet com
dip impsvr P Addresses:  10.52.46.202
& QRadar View all 2 IP addresses

| &l template Launch Console Host 102402
&3 UCD with Patterns O
p Urbar'ukadeDepIn\,' > Open with VMRC @ -
& vCenter Download VMRC @
Cip Viware-vCenter-Server-

v [10.52.46.235 ~ VMHardware

&iy BPM PC DB

& BPM PC DMGR

Gy BPM PC NODE

Gy BPM PS DB

iy BPM PS DMGR

&ty BPM PS NODED1

1‘_‘}3 BPM PS NODED2

¢t Drupal

Gy 1B API Management (M
¢y Bucd

&ty 1Bva

3 SIEM_test

{ijy WAS 8 Standalone
iy WebSphere_DataPowe
G WSRR

» CPU

» Memory

» Hard disk 1

» Hard disk 2

» Network adapter 1
&) CD/DVD drive 1
i Floppy drive 1

» Video card

» Other
Compatibility

)

2 CPU(s), 24 MHz used
|| 8192m8, 163 MB used
25.00 GB

50.00 GB

Private Network - vimnicOvmnic2  (connected)

Disconnected *o‘.
Disconnected ’d'.
5.00 MB

Additional Hardware
ESXi 5.0 and later (WM version 8)

Edit Seftings..,

~ \/M Storage Policies )
VM Storage Policies
VM Storage Policy Compliance -

Last Checked Date -

Refresh

> Tags O

Assigned Tag Category Description

This listis empty

Arnsinn
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Intro to IBM PureApplication Service on HHG
SoftLayer Overview

IBM PureApplication Service

Welcome Instances -

virtual Applications

IBM PureAp Virtual Systems

Virtuzl Systems (Cl;

Database Patterns

= Working with virtual applications

Step 1: Create a virtual application pattern Step 2: Create a virtual application instance

Step 3; View virtual application instances
(5]

Srete avinudl applicaion patterm usl virtu

Application Bullder application instanca by deploying 3 virtual application patierr . law the etrics and details of virual ap;
»  Working with virtual systems
* Working with virtual appliances IBM PureApplication Serv
Welcome Instances Patterns -  Catalog -  Reports -  Cloud System - System -
+  Working with databases i - i 3 e HSEE il
virtual system Instances Fiter
(Classic) =
B s | B Swens | £ avout | 5 et | & Fes o)
pein a Name ~ | Status
A poticy to patern ] paern Created on: Feb 12, 2015, 1:56:31 PM
- “vame HHG ESBO1 (dev) @ started
P — From pattern: neve
Ovecroton 118v 9-jfos Started
sy oA e Lo Using environment prafile:  HHG0L
i g i st
— —
E e Eg o Updated on: Feb 12,2015, 2:01:15 PM
e *Tee
8 Polem Current status: I3 virtual machines are ready
st
;“)"..;'l';l';’.”."’" - . Health status: 4 Running and the health status is ‘normal’
oo e o
e
L] Access granted to: ifos [owner]
“ Add more...
Prye— ,
Expires an: No expiration date.
b Snapshot: (none)
Create
#  History Virtual machines are ready
# Virtual machines Click to view
+ Comments There are no comments yet
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HHG

Haddon Hill Group

PureApp Shared Services & Monitoring

- ey, Pty D A T ) B L Te T G000

B ® oo icn ngn

o ® tateony () Veren S (et

Huwel farvh os

e = (ewanmd by i rmated - T wird | bew puriiee §where bype ey
- -, 004, 240 93 6% NP S — -
s - 'S E L . ’ ’a . -
-

|BM PureApplication Service X jlos | ) Help | About~ | LogOut

Welcome Instances Patterns Catalog - Reports - Cloud ~ System - System ~

Shared Service Instances

croe e [

=1 System Monitoring for HTTP

oring for HTT

ing for WebSphere Message Broker 1.0.2.2

em Monitaring for W

ere Mes

e Bro

System Monitoring for WabSphere MQ 1.0.2.2

System Monitoring for WebSphere MQ

Status

& Running

G Running

2 Running

& Running

& Running

Using environment profile

HHGO1

HHGO1

HHGO1

HHGO1

In cloud group

SoftLayervCenter

SoftLayervCenter

SoftLayervCenter

SoftLayervCenter

SoftLayervCenter

Created on

Jan 15, 2015, 2:37:17 PM

Jan 15, 2015, 2:36:17 PM

Jan 14, 2015, 12:14:02 PM

Jan 15, 2015, 2:38:00 PM

Jan 15, 2015, 2:34:46 PM

Pattern Type

System Monitoring Pattern 1.0

System Monitoring Pattern 1.0

System Monitoring Pattern 1.0

System Monitoring Pattern 1.0

System Monitoring Pattern 1.0

Actions




Configure Shared Services Monitoring— ITCAM

Haddon Hill Group

B 160 Puresggiication S £ Purepphcation 5. JB 18M UrbanCode Deplo. SohLayer® Technolog... (3 viphere Web Client

1BM PureApplication Service

Melp | Abot -

Welcome Instences Patterns - Catalog - Reports - Cloud - System - System -

Shared Service Instances

& Refrash tat @ Stop EIManage [T Mantain [JResume (% Delste
Name - Status Status @ Running =
Expires on No expiration date.
Using enviroament profile
G runni
In cloud group
Pattern type System Montonng Pattern 1.0 Chedk tor upaates
id Funning “rom pattern
= Middleware perspective (23 In tatal)
Moritering O running
+ [ Data-Warehouse ([TM-Data-Warehouss)
+ I Hub-TEMS (ITMHUDTEMS) =
+ [ Remeote-TEMS ([TM-Ramona-TEMS)
G runar
= Virtual machine perspective (3 in total)
d Furning Name Public 1P ¥M Status wPu Memory Action
o TM-Dats-Warshouse 169.53.142.102 2 Running f 0% | 2% Manage *
11421255642605
& ITM-HUbTEMS. 16953 103 2 Rurning I A [ % Manage -
11421235042004
165.53.142.101 2 Rurwing [ 4 [ 3% Manage =
hlreaa.. Lo

* System monitoring includes the familiar ITCAM, TEMS, ITM DW

« Agents are registered automatically



PureApp Systems Monitoring V

IBM PureApplication System Monitoring

File Edit View Help

lews

Haddon Hill Group

-®- | Upd @AS@aDAE L @LED GNEDENEsBEHO0008 0 ()
4 Navigator £ M H | Role Type Perspective Deployment Overview s 2 0B DO %
View: |System Monitoring (d-10697210-ae5-4356-a867-c40 1392 11768) Flleoas@ame | —=9= n@E |0
= System Moniloring (d-1069721b-0ae6-4356-a887-c40139e 1768) . [
- G wi169053142101
+) ] wi169053142102
=) 2] wi169053142103
& @ PureApplication Agent DW ITM-Data-Warchouse. 11421255642605
‘13 Deplayment Nodes
[ compute Nodes
Lg Network Nodes.
[d storage Nodes
& [@ workload Agent uq u
g [Deployment] | E
Linux 0S L
System Monitoring HTEMS  ITM-Hub-TEMS:11421255642604
RTEMS  ITM-Remote-TEMS.11421255642606 i
4 >
& System Monitoring (d-1069721b-0ae6-4356-aBB7-c40130211768) Total: 7 Selected: 0 || Last refreshed: 021122015 04:10 PM ]
'Elwrwummmsmu- s 3T B O %
Virtual Machine Role Role Role Role | Public | Node Cloud Group |
I| Nams | Name ) Stats | Availability A | IPaddress | D e || IREEchame)
ll #* | ITM-Remote-TEMS.11421255642606 RTEMS | ITM-Remote-TEMS.11421255642606 Remote-TEMS RUNNING | NORMAL |wi159053142101 ibmcloud.com | 169.53.142.101 | ITM-Remote-TEMS.11421255642606 SoftLayenvCenter | 10122112109
| | Md-Dala-Warehouse 11421255642605 | DW ITH-Dat 1se. 1142 Dal RUNNING | NORMAL | wi169053142102.pureapplication.ismcloud.com | 169.53.142.102 | ITW-Data-Warehouse. 1421255642605 | SofiLayervCenter | 10122112108
4 | TW-HUb-TEMS.11421255642604 HTEMS | ITM-HuD-TEMS.11421255642604.Hub-TEMS RUNNING | NORMAL | wi169053142103.pureapplication.bmcloud.com | 169.53.142.103 | ITM-Hub-TEWS.11421255642604 SoftLayervGenter | 10122112109
i

IBM PureApplication System Monitoring

View: 1B 9-#0S (-CdC7 3Mac-B44e-Seba-DbeB-DABMEIT4 280} -

=

S EBODEPAE?BEAN0E 0
1 Rk Type Perspective Deployment Orot veve

004 iLBB? —nE 0 |

[0 118y 908 (g7 IMac- B4de- Loba bbeS-DAGNEIT L28D)
Jl wi169053142124
B8 vioroad Agent
@ [Ceplomen]
* @ unwcos
= B8 MOSERIES - HHOOMO!
@ Channel Defingons
(@ Channel Performance
W Cluster Queue Manager
0 iDead-Letter Queue Messages!
(9 Ertor Log o
{0 MOGeries Events
& Queve Detmitions
@ Quaue Manager Status
(0 Queue Statistcs
8 Application Accounting
i MOI Stasstics
FPublish Subscribe
“ @ aiagent- 2124
# [ vienSonere Message Broker - HHOIBO!

‘.

3 1B 9-0E (C-cde7 Mac-04de- Leba-bbet-DASTRIT420Y) |

g: LT u [o
.
f
i
1By 9-jfos UNKNOWN

BasicPart. 1423767391515

Total: 3 Selected. 0 Lastretteshod. 027142014 12:30 PM
] Virtust Machane Rote Status 3 080X
Vitual Maching FRale Role FRole Fole Fublc Node Cloud Group
- | Name | D | State | Avaabsty etz P address | [ | Name | RackName
o [BaskPant 1423767391515 | UNKNOWN | UNKNOVN | Normal | UNKNOWN | wi168053142124 pureapplicabon brmcloudcom | 16953142124 | BasicPad 1 1423767381515
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Auto Installing the agent for 1IB and MQ HHG

Welcome Instances Patterns -~ Catalog ~ Reports ~ Cloud -~ System ~ System ~
Virtual System Instances Crieer
(Classic)
Name A Status
Create
HHG ES (dev) 3 started
+ History
118y 9-ifos @ started IBM® PureApplication System Monitor

= Virtual machines Version'1.02.2

Show deleted virtual

[ General info

Created on:

From virtual i Licensed Materials - Property of IBM Corp. & g W C g 2. 1BM, the IBM
logo are trademarks of IBM Corporation #n the
Part name: trademads and logos are trademans of reg

Current statu

Updated on:

Version CJ062305_tmsB23fp5
Build d4070a

On hyperviso

In cloud grou

Registered as: wll69053142124-WMBHVEBasicPart-
Stored on: datastorel

Monitoring: Y = Click to open

Logging: = Click to open

.-/ IBM products (with license count for isolated usage)

IBM INTEGRATION BUS 140 PVU
HYPERVISOR EDITION FOR RED

HAT ENTERPRISE LINUX SERVER

FOR X86 PROCESSOR VALUE

LINTT (DA N | TCENCE & G



ITCAM Monitoring MQ

IBM PureApplication System Monitoring

File Edit View Help

Haddon Hill Group

@-u- D0 n@ASRaDBA @SLEY InEEOHIDEYNEZBEA200E 0 B
|4 Navigator 2 @ B * || lsQueue Summary s 2 @80 J
View: [IIQV 9-jfos (d-cdc73fac-844e-4eba-bbeB-b46ff337428b) E E
[ 11Bv 9-jfos (d-cdc73fac-844e-4eba-bbe8-b46837428D)
=) Gl wi169053142124
Workload Agent et ]
A | HoLa peptn
il Linux O3 OMonitored Quaues
= (@ [MOSERIES - HHGOMO [l ocal cusues
E Channel Definitions Oremote Queues
Channel Performance W aiias cueues
Ed Cluster Queue Manager O Transmit Queues
Lgl Dead-Letter Queue Messages | Epreastined Queues
@ EmorLog ‘EPﬂminwl Dynamic Quaues
(g MQSeries Events T:l:\::::y"::mmmﬂuluu
&g Queue Definitions W Numbar Qususs with High Depth
E Queue Manager Status W number of Queuss PutInhibited
@ Queue Statistics B Number of Queues Getlnhibited
[ Application Accounting
g mMan statistics TR
g Publish Subscrive tl
= @ o1 Agent-2124 [ Channel Summary ,o2 0B O x
g components =]
[ Product Events
= @ websphere Message Broker - HHGIIB01
g Broker Status
Number of Channels

[ Broker Status Events

I Accounting Message Flow Statistics
g Monitor Node Broker Statistics

Ld Resource Statistics

104

| DActive Channels
| Einactive Channeis

| Dingoust channets
| M Active Sender Channels

& HTTPSener (¢-60536802-201b-4bce-ba3d-505001248e90) | 42 18w 0-ffos (d-cderatac g2

HHGQMO1

| Dinactive Sender Channels

| Eactive Servar Channals

| Dinactive Servet Channeis
Active Receiver Channels
active Reseiver Channels
Current Requesters
Inastive Requesters

Servar

[} Queue Manager summary s 3 0B O X
Qmar Host QMgr | Host Start QMgr | QMgr| DLO | DL@ Monitored | Local |Remote Allas | Transmit| Predefined Dm:mlciuynamm Open | #QsWith | % QsWith | #07Qs | #0rQs | Curent | Inactive | In-Doubt | Current | Inactive | Current | Inactive | Current | Inac
Mame Name Subsys | Jobname Date &Time Slatus | Type | Depth Queues | Queues | Queues  Queues | Queues | Queues | Perm @s | Temp @s | Queues | High Depth | High Depth | Pul-inhib | Get-Inhib | Channels | Channels | Channels | Senders | Senders | Servers | Servers | Rec Recel

HHGQMO1 | wi169053142124 02112/1518.57.00 | Active | Linux [ 0 86| 74 1 1 | 74 [ 0 28 0 0.0 0 o] 0 10 0 0 2 0 1 [

K »

HHGQOMO1:wI169053142124:MQ
| (5 Hub Time: Fii, 02/43/2015 08:55 P | @ Server Available [ me Wi169053142 TR
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Another look at the PureApp Patterns (BPM) HHG

Haddon Hill Group

User name: jfos

IBM PureApplication Service - Pattern Builder

ystem Pattern Type 1

2 Type: Virtual €

1BM BPM Process Server with Embedded

Diagram ustview | Source

Orgering

Sove |l Savers | [ Lavout | 5 undo |

Redo

¥ Add policy to pattern

Advanced Options

Hint:
Instance number range of scaling infout
i

[gmw. 1-10
Maximum vCPU count per virtual machine

¥ IS Custorm Node
» Scripts 01 0 *
~ Software Components Process -
Server Dmgr
Maximum memory size per virtual machine

~ Software and Scripts.

Additional file
= IEMW BPM Custormn Node (GB)
Ll Database Server 5550 1 18
vz &5
(&2 18M BPM Custom Node Vabue: 32
BPM Config Custom Node
| » CPU-based

4§ 1BMBPM HTTP Senver
o= IBMBPM Process Center Deployment

<= Manager
48 [EMEPH Pracess Sarer Deslopment

Manager

¥ 10

BPM Config Transaction

Scaling in and outwhen CPU usage Is outof
threshold range(%)
1% 100%

Range: 1% - 100%

(ff RedHat Package Installer - ASEONS
z - »
] RedHat Satolite Server 5.6 Diskfor Custom Node Ll time (seconds) to trigger add or
» Other Components: e
~ Policies * scaling by
ackd #CPU only

%y Basoe Scaling Policy

‘add or remove nodes

‘ad or remove nodes; add vCPU first and
then acd nodes

[T ~ Memory-based

Sealing in and out when memory Usage is
outofthreshold range(%)

1% 100%
Range: 1% - 100%

* Minimum time (seconds) to trigger add or
remove

* sealing by
‘add virtual memory only
add or remove nodes
acd or remove nodes; add virtual memory
first and then add nodes

26



BPM DB Properties & Custom Patterns 12

Diagram

Ordering I List View l Source IEM BPM Process Sen

save | Ik Save As ayout Undo Redo

Add policy to patiern
Ty O Core 05
05 s for R ot i

¢+ fdvanced Options

= Lock all attributes
» Images Primary DB2 e
2101 Uil
» Scripts Primary DB2
Process
~ Software Components
Surves Dmgr ~ Software and Scripts *Viriual CPUS
Additional file
DREaEE TR 4 Piman Database Server
o082 * Memory size (MB)
- 1BM BPM Custom Node BPMDB_HADRPrimary Al
1201 4088
1BM BPM HTTP Server
al Server HS ’ Reserve physical CPUs
o 1BM BPM Process Center Deployment BPM Config Primary DB2
“* Manager ! 10 v Reserve physical memory
FT) IBM BPM Process Server Deployment - Paseword (ro0)
Manages
- ~ Add-Ons ${pattem. ConfigPWD_R wort
L RedHat Package Instalier
= Diskfor Primary DB2 inst... * Password (virtuser)
G Red Hat Satelite Server 5.6 B o e
» Other Compaonents
z Disk for Primary DB2 data 3 . N N
B i ~ |3 Disk for PrimaryDB2 instance
Lock all attributes
*DISK_SIZE_GB
10
*FILESYSTEM_TYPE
v+ [ Diskfor Primary B2 data
< > v

 The BPM pattern is suitable for development/test and would
require extension for production
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WAS for ESB Dev Hosting

Network Recording Plays

Jamie and Phil InterConnect demo walk-through =i

Meeting Number: 802 585467 | Date: Friday, February 13, 2015 | Time: 6:41 AM, Local Time (GMT -08:00)

€ | @ hitp:://10122.112.108/dashboard/design/patterns/editor/Tid=9 = -

B 18M PureApplication S.. B 1BM PureApplication S..

18M UrbanCode Deplo... | | SoftLayer® Technolog... (2 vSphere Web Client

|IBM PureApplication Service L jfos Help About - Log Out

Welcome Instances - Patterns Catalog - Reports - Cloud ~ System ~ System ~
Pattern Editor Editing DataPower Developer " Refrash Done editing
[
| Filter... "
i Deploys to ESX hypervisors. Updated on Feb 13, 2015, 10:03:39 AM | Ordering | Advanced Options

Showing parts for ESX.
Parts (16/16)

~
ﬂ.’: Administrative agents
WabSphere Application S .5.5.1 64-bit RHEL 6
(VMWare)
1.07), ESX, RedHat Entarprise Properties for part Standalone server (StandalonePart)
Linux erprise Linux Server 6.4) n
@ Core 05 fisma
BA-BIE 6.6 = h
Virtual CPUs: 1 V. 0]
@ Core 05 ) n
IBM O8 Image for Red Hat Linux Memory size (M8): 2048 IT)
2:1.0:0 (17) 64-Bit 6.5
(RHEL £.5 X64) Reserve physical CPUs: False v &
&) Core OS Reserve physical memory: False v o
18M OF Image for Rad Hat Linux Systems = IBM
2.0,0.4 (148), ESX, RedHat Enterprise Linux & i
iR % S 2 e Basnl Cell name: CloudBurstCell o
(RHEL 6,4 X64)
9.0.0
Eu Custom nodes Node name: CloudBurstNode &
wab pplication Sarver 8,5.5.1 64-bit RHEL 6
Features: ¥ none =
6 %, RadHat Entarprise 5 0]
Lir 54-Bit 6 (RedHat E ver 6.4) | xc10
ﬂ" D.enloyment manager_ WebSphere Repository Location: o)
WehSphare Application S & L)
07), ES¥, RadHat Enterp:
Linux 64-Bit 6 (RedHat Enterprise Linux Server 6.4) oK Cancel
[l 1BM HTTP servers
: bsphere Application —
1BM Integration Buz 9,0.0,2
$.0.0.2 (S900-FPO2 P), ESH, RadHat Entarprise Linus At ﬂ]
Scripts (33/33)
Add-Ons (8/13)
@ Copyright IBM Corporation 2014, All Rights Reserved. 5.0.0.1-20141203170236 / 20141203-1658-981
H- & = B [ L L4 5] B s} | ] ® @ a m 0O 9 -1 D 5 10:02 AM




An HHG Custom Pattern: “ESB In a Box”  wiiiemn,

IBM PureApplication Service

L ifos =) Help About ~ Log Out
Welcome Instances ~ Patterns Catalog ~ Reports - Cloud - System - System -
Virtual System Patterns Fliter
(Classic)
DataPower Developer
& o Refresh @ Deploy  Z Edit (@ promote [ clone & Lock [ Delete
Name 4 | State Description: None provided
DataPower Developer & Draft Created on: Jan 15, 2015, 10:52:10 PM
HTTPServer # Draft Current status: & Draft
IBM Integration Bus 9.0.0.2 Advanced & Draft Updated on: FeLis;:2005),10 Do atd
In the cloud now: HHG ESBO1 (dev)
IBM Integration Bus 9.0.0:2 # Draft
11B¥9 & Draft " Access granted to: ifos [owner]
WAS & Draft Add mare..,
Topology for this pattern: b

Deploys ta ESX hyperyisors,

2 standalone server
855.1

=
= WebSphere DataPower
X152 Virtual Edition
{(Non-Production)

7.0.0.0

=]
2 IBM Integration Bus
Basic

9.0.0.2

License status in this pattern: webSphere DataPower XIS2 Virtual Edition (Non-Production) [ B3 Accepted ]

B Canurinhf TAM Carnaratinn 2014 all Rinkts Racarvad S.AN1-2M141 203170234 /20141 PN3-1A5R-QR1
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IBM Integration Broker on PureApp

B & wi169053142124.pureapplication.ibmcloud.com:5801 & DragonBar - Frofessi
o C ()

IBM PureApplication S... 3 IBM PureApplication S... B I1BM UrbanCode Deplo... | | Softl. ® Technolog... vSphere Web Client
! ureApplication ureApplication l rbanCode Deplo ayer® Technolog. @ phere ien | P

Discunnectl Options | Clipboard I Send Ctrl-Alt-Del J Refresh ‘

k&) Applications Places System e) & n Sat Feb 14, 5:38 PV
n

File Edit Navigate Search Project Run Window Help

Integration Development - IBM Integration Toolkit -

B
P

™ Welcome &

IBM Integration Bus

Welcomel Get started with IBM Integration Bus; create the Default Configuration, tharify your installation using the
Pager samples. 2

Get Started
Create the Default Configuration Additional information
{\2)/ Use the Default Configuration wizard to =| Geta more in-depth technical overview
“L7 create a simple broker and all the resources @ A more detailed introduction to the concepts, components, and tools,
that it needs. including the IBM Integration Toolkit.

01010} Verify your installation using the gum Using Patterns
N ‘ Pager samples , g 5 WOW A pattem is a solution to a recurring problem in a given context. You can
Verify that IBM Integration Bus is installed BE0 s the pattemns supplied in the IBM Integration Toolkit to generate
correctly on your computer using the Pager resources that solve common business problems.

les.
samples Access the Eclipse user guide

Read an introduction to IBM An introduction to the Eclipse workbench, for users who have not used the

@ Integration Bus _ IBM Integration Toolkit before.
A high-level overview of IBM Integration

Bus and how you can use it in your business. IBM Education Assistant o )
Get links to educational materials on administration and developing

applications in IBM Integration Bus.

PR < & &

=

Get Started Samples Returning Users Web Resources

HHG

Haddon Hill Group
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Deploying [IB with UCD HHG

IBM PureApplication Service

welcome Instances ~ Patterns Catalog ~ Reports ~ Cloud ~ System ~ System -~
Virtual System Patterns Filter
(Classic)
11Bv9
Name + | State Description: None provided
DataPower Developer & Draft Created on: Feb 4, 2015, 11:55:17 AM
HTTPSarver 2 Draft Current status: & Draft
M SSaion Bus S 002 Advanced. | B ‘Dvatt Updated on: Feb 12, 2015, 1:53:38 PM
In the cloud nows: 1By 9-)fo
IBM Integration Bus 9.0.0.2 Basic & Draft
Frsasnennee et '
i HEve + & Draft Access granted to: ifos [ownar]

Topology for this pattern:

B |

</ IBM Integration Bus
Basic

9.0.0.2
o |

o install_ucd_agent
A"

License status in this pattern: 1eM

gration Bus 9.0.0.2 [ &4 Accepted )



Setting IBM Information Broker Properties HH

&Jﬁ hitps://10.122.112.109/dashboard/design/pattems/editor/id=0 | @ A search |+ & 1A 4 ¥Q =

B (BM Purespplication S... B 1BM Puredpplication S... B IBM UrbanCode Deplo... { | SoftLayer® Technolog... (4 vSphere Web Client

Properties for part IBM Integration Bus Basic (BasicPart)

Password (root): |ounno«

Verify password: lsesesseses

Administrative password (virtuser): [nu esse

erify password: [sssesseses

Integration Node Name: |HHGLIBO1

Queue Manager: |HHGQMO1

Queue Manager Description: |Broker Queus Manager

Queue Manager TCP/IP listener port: |2414

Authorized users: |virmser

Queue Manager Dead Letter Queue: |SYS‘I'EM.DEAD.LFI'TER.QUEUE

[ —— e |
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HHG

Haddon Hill Group

lIB Lifecycle Management with UCD

B 1BM PureApplication S.. B3 1BM PureApplication S... JB 1BM UrbanCode Deplo... | | SoftLayer® Technolog... (3] vSphere Web Client

IBM UrbanCode Deploy

Dashboard Components Applications Configuration Processes Resources Calendar Work ltems Reports Settings
Home > Components
Components Templates
Import Components Actions... > Flatlist =
[ Name 4  Template Description Created By
Component Name Tags
O BPM Process Center Component 1/30/15, 1:29 PM admin
™ BPM Process Server Component 2/4/15, 10:56 AM admin
_ Broker Archive Deploy 12/5114, 7:55 AM admin
[T install BPM no profiles Installs a BPM node with no profiles 1211114, 8:49 AM admin
™ Install BPM PC DB Installs DB2 on Linux and then creates databases and schema 12/9/14, 10:58 AM admin
™ Install DB2 Installs DB2 on Linux 12/1/14, 8:40 AM admin
™ Install IB9 Installs IIB v9 on Linux 11/26/14, 9:04 AM admin
s Install IM 1.8 - Installs the IBM Installation Manager 1.8 for x86_64 121114, 8:52 AM admin
™ Install MQ Installs MQ 7.5.0.1 on Linux 11/26/14, 9:02 AM admin
- Pure Ikv9 clone @ 4 Actions... ~ A clone of the message flows in the ESXi lIBv3 2/12/15, 9:02 AM admin

12 records - Refresh Print

Rows

10
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Deploying IIB and a specific BAR file HHG
from the UCD “Big Bang” Project

4] rd Canp Appla mare Cenfager Mas Frecesioy Rasourcay Coasmradai W Neemy Ragarty Sanngs

roew » dgpicaton > 1B el aed BAR Deplry (S0P

Application: IIB Install and BAR Deploy (SOAPAgr)

Crusied Oy atre Dexcrption
Cresied On 17, L0 AN Full MO and 10 el and corfig with @ DAR Mle degioymeend far & “One push Medtage Appical on deployrmt™
Environmernts Mistery \ Confipn Comg Bl Snwpahsts Procasuas Cabarsdar Changes

D g¢ rigaion Adtiany
Fal Dugicate Deiee
e 1] Est Dupicare Deiee
Feaveah et




HH
UrbanCode Deploy process steps

* Process steps

B 1BM Purepplication S.. B3 18M Purespplication S... BB} 1BM UrbanCode Deplo... © | SoftLayer® Technolog... (4] vSphere Web Client
po—
ol

-

A

1
]
-

i\' Start

Step Palette

LEGUEIREL

Pause for CM Approval

Expand All  Collapse All

m Eiisty N Export
» B Clipboard
» I Uitility Steps
» [ Application Server
> B Automation
» [ Database
» B BM UrbanCode Deploy (<)
Finish
» B Middleware I
» [ Repositories
» [ Resource Tools
» [ Scripting
» [ System Utility
» [ Utilities y ; art HTTP Listene

Shell (v.
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Big Bang IIB Full Deploy
Seven Minutes

Juban Lamic and P Inter{ omnect demo walk-throush

Meetng Namber: 802 535 457 | Date: Fiday, Fetruary I3, 015 | Time: S:41 A, Local Teme (GMT 08:00)

= o = B Sohtlnyer® Technalog... (3 viphers Wib Chant
T
= ol
. o Edit Properties ]
! -
e
Username
Queue Manager * ${p-environmenl/QMGR/name}
Trace File
FE JarPath  ${p-environment/BrokerjarPath}
‘Working Directory  /homeAvirtuserAWMB
’ Stop Defaull
Post Processing Script
New
Precondition E
b Use Impersonation
Show Hidden Properties || E
£ >

or Redeploy In

Haddon Hill Group

d & admin

Dashboard

Processes  Resources  Calendar  Workltems  Reports  Settings

Home > Applications > IIS Install and BAR Deploy (SOAPAGN)

Application: |I1B Install and BAR Deploy (SOAPAgr)

Creatod By admin Description:
Created On. THS, 6:18 AM Full MQ and IB install and config with a BAR file deployment for a “One push Message Application deployment”
History % Blueprints  Snapshots  Processes  Calendar  Changes
Search by Name of Search by Blveprint Collapse Al Expand All

7 © K ess Application DR
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UCD Deployment Dashboard

* Now get your standard operating environment for [IB

e Everything gets installed

v3. Install Broker Archive Deploy 111

v B Broker Archive Deploy 111
v L': Deploy BAR File (Broker Archive Deploy 1.0.1)
1. Manual Task: Pause for CM Approval
2, Get Artifacts via Svn Export
3. Get Artifacts via Export from SVN
4. Get Artifacts via SVN Export
5. Replace Tokens createBroker.sh
6. Replace Tokens definelsrmqgsc
8. WMB Deploy
g. Create Node B
10. Start HTTP Listener

1. Create Execution Group

Total Execution 313

v Execution

Start Progress Status
5:18:14 AM 373 Success

21:58 AM

5:21:58 AM

21:58 AM

5:23:11 AM

318 AM

5:24:09 AM

5:2

3:21 AM

2

)
)

.23:32 AM

5:23:44 AM

5:18:14 AM

0:02.23
0:02:23
0:02:23
0.01:.05
0:00:03
0:00:02
0:00:04
0:00:03
00003
00011
0:00:1
00011
0:00:25

0:06:07

Duration
0:06:07

Success

Success
Success

Complete

Success

Success

Success

Success

Success

Success

Success

HHG

Haddon Hill Group

v Dock timeline at top

End
5:24:21 AM



QRadar monitoring security incidents
from a” CIOUdS Haddon Hill Group

IBM QRadar Security Intelligence

PESCUC G Offenses  Log Activity  Network Activity  Assels  Reports  Vulnerabilities  Admin System Time: 11:02 AM
Show Dashboard: Vidual Cloud Infrastructure v New Dashboard Raname Dashboard () Delete Dashdoard  Add ltem.. ¥ Next Refiech- 000050 |l ¥ @
Top VMware Virtual Infrastructure Authentication Events by 11‘13 System Notifications L:l:ﬂ Most Severe Offenses l:m
Eventname (Count) e
No results were relumed for this item E f Created Descrigtion Offense Name: Mognitude

win Log Activity 2 | 3m10s SAR Sentinel. Normal operation restored

Login Failures for the Same User

2 itor: Unab startp s be - wali preceded by Login Failures Followed By
Top Viware Virtual Infrastructure Authentication Failures by 55 )  28m139s Process monitor: Unable fo start process because license expired or invalid Sitase oG cne UBamEE
Username (Count) $ 2 21m 588 SAR Sentinel: Threshold ¢rossed
No results were retumed for this tem. 2 h22mis Allcense Is nearing expiration. it will need to be replaced soon. Most Recent Reports [ ]
View in Log Attty 3d7h17m33s Automalic updates could not complete installation. See the Au date Log for delails
© : sate s - J - = Report Name Generated  Formats
3d16h 30m 88 Unable 1o determine associated log source for IP address. Unable to automatically detect the associated log source far IP
a address, PCI 8.1 ViUser Account, Role, Permission Additions  Feb 14, 2015,
f §d5h2m11s Magistrate: The serverwas not shutdown cleanly. Offenses are being closed in order to resmchronize and ensure system stability. nd Changes - Dally Lo, ]
PC110 VI Ensure Au ata- D Foli 14,2015,
e D:ﬂ 1:04 AM
vCenter Activities by Event Name (Count) e
i 1T o o eb 14, 2015,
No resulls were retumed for fis item vCloud Direclor User Authentication Activity - Daily 10380

n Log Activty r
vCenter User Authentication Activity - Dally ‘Feabﬂ 'N\A-r 2015,
VCloud Director Actities by Event Name (Count) (0% x) :

015,
Top IDSIPE Alerts (Dalt) Feb 14015

No results were returned for this item. 1.02 AM
I

View in Log A¢

4:06 PM




QRadar DSM Parses the DataPower Logs HHG

Haddon Hill Group

WebSphere. DataPower XI52

e B - “*1IBM APl Management deploys and

5 Blueprint Console ﬁ Configure Log Target

manages it's own domain on the

3 () Status Main  EventFiters  QbectFiters  PAddressFiters  EvenTrcgers Event Subscriptions

DataPower Gateway

[#] () Administration
[F (& Objects
[s] (23 Network Settings

e | There is also a second HHG Demo

[l () XML Processing General Configuration

domain on the DataPower for

[ (3 Pelicy Configuration
[#] (7] Web Applications. Commnts. =

8 o Harkoros routin

[ [ Crypto Configuration Target Type sysleg-tep B

[ [ Device Management

(] (1 Access Settings

" e e | The DataPower DSM module for

& Log Target syslog Facility user %

D | e QRadar it’s just a parser to manage

[¥l (3 Secure Cloud Connector

Apply  Cancel  Delete  Undo Export | View Log | View Status | Help

Logging Priority normal [

Feedback Detection

the monitoring by looking at the logs

Build: 247062 E N
Identical Event Detection
18 WebSohere Datatower on@off

from both DataPower domains

Source Configuration

Local IP Address 10.52.46.195 Select Alias *

Local Identifier dp_default

Destination Configuration

Remote Host 10.52.45.204 Ping Remot WebSphere. DataPower XI52

Remote Port 514

Control Panel
Connection Management () Blueprint Console Domain Status
A+

Connect Timeout 0 seconds
Idle Timeout 15 seconds Q 3
e [F] & Status C Refresh Status
ive Tim t
S o i [3] () View Logs
security [+] [ Main
SSL Proxy Profile o B+ . [=] (= Configuration
© Configuration Checkpoints . Needs| File |Debug| Probe |.. . Quiesce | Interface
L. DoTRRCIaHE Domain Save |Capture| Log |Enabled Diagnostics | Command State State
] () System APIMgmt_A1BOD89A27 | off off off off off Appliance OK
= P o HHG_Demo off off on off off Appliance OK
il G Ip-Netwo default off off off off off Appliance OK

[#] () Other Network
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QRadar View

Dashboard Offenses

[REPYNE Network Activity Assets Reports  Vulnerabllities  Admin

Search.. ¥ Quick Searches ¥ Y Add Fiter ;=] Save Criteria [ Save Results g Cancei %\ Faise Positive Rules ¥ Actions ¥

Quick Filter ¥

Current Filters:

Source IP is not any of [127.0.0.1 or 10.52.46.204]

Event Name
User Logged DP
User Logged DP
User Logged DP.
User Logged DP
User Logged DP.
User Logged DP.
User Logged DP
User Logged DP

Ignore The Invalid HTTP Respon... DP.
Ignore The Invalid HTTP Respon... DP.

User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged

DP
DP
DP,
DP
DP
DP
DP
DP
DP
DP

DP_

TCP Connection Attempt Refuse... DP,
Ignore The Invalid HTTP Respon... DP.
Ignore The Invalid HTTP Respon... DP.

User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged
User Logged

DP.
DP.
DP.
DP.
DP
DP.
DP
DP

Log Source
APIM

_APIM

Default
Default
Default
Default
Default
Default
Default
APIM

APIM

APIM

Detault
Default
Default
Default
Default
Default
Default
APIM

APIM

Default
Default
APIM

Default
Default
Default
Default
Default
Default
APIM

APIM

Viewing real time events  View: Select An Option: E Display: Default (Normalized) E

(Clear Filter)

Event
Count

Using Search: NonQRadar

Time

Feb 14, 2015, 7:12:04 AM
Feb 14, 2015, 7:12:04 AM
Feb 14, 2015, 7:12:03 AM
Feb 14, 2015, 7:12:03 AM
Feb 14, 2015, 7:12:03 AM
Feb 14, 2015, 7:12:03 AM
Feb 14, 2015, 7:12:03 AM
Feb 14, 2015, 7:12:03 AM
Feb 14, 2015, 7:11:32 AM
Feb 14, 2015, 7:11:33 AM
Feb 14, 2015, 7:11:01 AM
Feb 14, 2015, 7:11:01 AM
Feb 14, 2015, 7:11:03 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:02 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:03 AM
Feb 14, 2015, 7:08:00 AM
Feb 14, 2015, 7:07:32 AM
Feb 14, 2015, 7:07:32 AM
Feb 14, 2015, 7:07:00 AM
Feb 14, 2015, 7:07:00 AM
Feb 14, 2015, 7:07:01 AM
Feb 14, 2015, 7:07:01 AM
Feb 14, 2015, 7:07:01 AM
Feb 14, 2015, 7:07:01 AM
Feb 14, 2015, 7:07:01 AM
Feb 14, 2015, 7:07:01 AM
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Low Level Category

User Login Success
User Login Success
User Logird sS
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
Error

Error

User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
Error

Error

Error

User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success
User Login Success

Source IP

10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46,195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46.195
£3186.231.37.120
10.52.46.195
10.52.46.195
10.52.46.195
10.52.46,195
10.52.46.195
10.52.46.195
10.52.46,195
10.52.46.195
10.52.46.195
10.52.46.195

Source

CO0O0C00O00CO000000DO00C0O00D000000DO0O00O0DDO0OO00O0O

Port

Destination IP

10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.195
10.52.46.195
10.52.46.200
10.52.46.200
10.52.46.218
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
52 50.97.202.254
10.52.46.195
10.52.46.195
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200
10.52.46.200

HHG
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Destinati
Port
admin
admin
admin
admin
admin
admin
admin
admin

N/A

N/A

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
N/A

N/A

N/A

admin
admin
admin
admin
admin
admin
admin
admin

ODOODODDOOgODODDOOOOQOOOOOOQOOOO

System Time: 7:12 AM

ne

Search

3

Magnitude
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Multi-Cloud monitoring with IBM QRadar HHG

IBM QRadar Security Intelligence

Offenses
My Offenses.
All Offenses
By Category
By Source IP
By Destination IP
8y Network

Rules

Sy

Systoen Tima: 7:14 AM

Display: | Rums § | Group: Select a group. Groups  Actions ¥ 28 Rurvart B )
= 3 Rule and Building Biock Groufl
Rule | &3 Anomaly Group Rule Catsgory Rule Typa Enabled Response EventFlow Count  Offanse
Anomaly: Devices with High EventRe ) Asset Reconciiaton ExClult snomg)y Custom Rule Event Faise Dispatch New Event 0 0
Anomaly: DMZ Jumping ©3 Aumenjcation Anomaly Custom Rule Common Faise Dispalch New Event 0 [
Anomaly: DMZ Reverse Tunnel 3 Bonet Anomaly Custom Rule Common Faise Dispatch New Event 0 0
Anomaly: Excessive Database Conng = Category Definitions Anomaly Custom Rule Event True Dispatch New Event 0 [
Anomaly: Excessive Firewall Accepts  — Compliance Anomaly Custom Rule Event False Dispatch New Event 0 [
Anomaly: Excessive Firewall Accepts. = D'D0S Anomaly Custom Rule Event Faise Dispatch New Event 0 [
Anomaly: Excessive Fitewall Deniesf  — Database Anomaly Custom Rule Event True Dispatch New Event 0 0
Anomaly: Long Duration Flow Invaivin =3 Expioit Anomaly Custom Rule Flow Faise Dispatch New Event 0 [
Anomaly: Long Duration ICMP Fiows —— Anomaly Custom Rule Flow Faise Dspatch New Event 0 0
Anomaly: Outbound Connection % a Foreign Country/Region Anomaly Custom Rule Event Faise Dispatch New Event 0 [
Anomaly: Potential Honeypot Access Anomaly Custor Rule Event Faise Dispatch New Event 0 (]
Anomaly: Remote Access from Foreign Country/Region Anomaly Custom Rule Event Faise Dispaich New Event 0 [
Anomaly: Remate Inbound C: from a Foreign C: gl Anomaly Custom Rule Flow False Dsspatch New Event 0 0
Anomaly: Single IP with Mullijie MAC Addresses Anomaly Custom Rule Event Faise ] ]

mmmmmmvmm

Offenses

My Offenses

All Offerses

By Category

By Source IP

By Destination P

By Network

Rules

Haddon Hill Group

» QRadar also monitors the
other logs within the HHG
multiple clouds

» There are many built-in
rules.

» It is also easy to edit,
extend or create your own
rules

Display:  Fums ¢ | Group: Authentication Croups  Actions ¥ 2% Revert Rule (2]
Rule Name & Group Rule Category Rule Type p EventFlow Count Offense
Authenticasion: Login Failure to Disabled Account Authentication Custom Rule Event Faise Dispatch New Event 0 0
Authentication: Login Failure 1o Expired Account Authentication Custom Rule Event Fase Dispatch New Event 0 0
Authentication: Login Faillures Followed By Success from the same Sourc Authentication Custom Rule Event True Dispatch New Event 0 ]
Authenticasion: Logn Fallures Followed By Success 10 the same Destinat Authentication Custom Rule Event True Dispatch New Event 0 0
Authentication: Login Fallures Followed By Success 10 the same Usemame  Authéntication Custom Rule Evm True Dispatch New Event 17 1
Authenticaton: Logn Successhul Ater Scan Alempt Aushentication Custom Rule True Dispatch New Event 0 0

_—__l-

Authentication: Multipie Login Failures from the Same Source Custom Rule Dspatch New Event 0 0
Authenticaton: Multiple Logn Fallures from the Same Source (Windows) Auhenticaton Custom Rue Em Fau Dispatch New Event 0 0
Authentication: Multipie Login Failures 1o the Same Destination Authentication Custom Rule Event True Dispatch New Event 0 0
Authenticasion: Multipie VolP Login Failures Authentication Custom Rule Event False Dispatch New Event 0 0
Authentication: No Acthvity for 60 Days Authentication Custom Rule Event Fase Dispatch New Event 0 0
Authentication: Possie Shared Accounts Authentication Custom Rute Event Fase Dispatch New Event 0 0
Authentication: Repeat Non-Windows Login Failures Authentication Custom Rule Event Fake Dispatch New Event 0 0
Rule

PRooly Authentication: Muliple Login Fallures Tor Single Usermname on events which are detecied by the Local system
and when an event maiches any of the lallowing BB CategoryDefintign: Authenticaton Falures
and when at least 5 events are seen with the same Usemame in 5 mgutes

Notes
Reports authenticabion failures or the same LSemame



IBM QRadar flags “Offenses” thr(?ugh rules...
Many rules are available out of the box HHG

Haddon Hill Group

Offenses Search... ¥ | Save Criteria  Actions ¥ (2 Print Last Retresh: 00:0005 I 2 @

My Offenses
All Offenses  View Offenses: Select An Option:

@

NLOfensey Current Search Parameters:

By Category Exclude Hidden Offenses (Clear Filter), Exclude Closed Offenses (Clear Filter)

By Source IP 5 Id Description og;;eu Offense Source Magnitude Source IPs Destination IPs Users Log Sources
6 Login Failures Followed By Success from the same Usermame pr... Usemame admin — dpmgmt.cloud.hh... Local (2) admin Multiple (3)

By Destination IP
By Network

Rules

IBM QRadar Security Intelligence admin Help M ’ A Ie rt o n

=
multiple
Search.. ¥ Quick Searches ¥ '\ Add Filter | Save Criteria [ Save Results g Cancel 3\, Faise Posilive Rules ¥ Actions ¥ ue Iog i n

-
‘ — | failures
Viewing real time events ~ View: Select An Option: |~ Display: | Default (Normalized) |~

Current Filters: LS et fO I I OWE d b y

Source IP is not any of [127.0.0.1 or 10.52.46.204] (Clear Filter)
(-3 Log Activity Network Activity Assets Reports Vuinerabilities Admin
E,.m_ SuUccess

VYT Notwork Activity Assets Reports  Vulnerabllities  Admin

Quick Filter - Search

Event Name Log Source Gount

(e Login Failures Followed By Success fro... Custom Rule Engine-8 ... 1 E |
B UserLogged OF AT . Offenses Display: | Rues ¢ | Group: Select a group... Groups  Actior dCross 0] g
= User Logged DP_Default ! = J Rule and Building Biock Grou
Is User Logged DP_Default 1 My Offenses Rule | 3 Anomaly _Tm‘ Sou rces
s User Logged DP_Default 1
[ UserLogged DP_APIM i S Anomaly: Devices with High EventRa ~ — Asset Reconciliation Exclufl anona)y
B User Logged DP_Delault i es Anomaly: DMZ Jumping o tion Anomaly
) User Logged DP_Default 1 . DMZ R rse T ' 2 Botnet P I
5 User Logged DP_Delault 1 By Category Anomaly: eve unne omaly

IgnoreFThe I:valld HTTP Response Sta... gg SP:M i Anomaly: Excessive Database Conne 3 Category Definitions Anomaly
3 User Failed To Log In efault 1 < . . Compliance

Ignore The Invalid HTTP Response Sta... DP_Default 1 By Source IP mary‘ Excessive Firewall Accepts v Anomaly
s User Falled To Log In DP_Default 1 Anomaly: Excessive Firewall Accepts &3 DWDeS Anomaly
s S:::D;Z:Le‘:igl:aFf::I? for the Same User g:sx;:':‘t:‘le Enging-8 ... By Destination IP Anomaly: Exce Firewall Denies f . Database Anomaly

SSH Session From OP_Defaul - Anomaly: Long Duration Flow Involvin < Exploit Anomaly

User Failed To Log In DP_Default 1 By Network - ¥ Colea Dreitive

User Falled To Log In DP_Default i Anomaly: Long Duration ICMP Flows Anomaly

o ool el : Rules Anomaly: Outbound Connection to a Foreign Country/Region Anomaly

5::: tzﬁ gs :;m ] Anomaly: Potential Honeypot Access Anomaly

User Logged DP_Default i Anomaly: Remote Access from Foreign Country/Region Anomaly

User L DP_Default 1

User ﬁﬁ DP Dela:I! : Anomaly: Remote Inbound Communication from a Foreign Country/Region  Anomaly

User Logged DP_Default 1 .

User Logged DP Default y Anomaly: Single IP with Multiple MAC Addresses Anomaly

User Logged DP_Defautt Rule

User Logged DP_APIM 1 -
Recelving an avarage of less than one result per second.



Multiple login

monitored by QRadar

IBM QRadar Security Intelligence

Log Activity LTS et 0 T

Reports  Vuinerabilities Admin

attempts to the DataPower

HHG

Haddon Hill Group

Search.. ¥ Quick Searches ¥ Y Add Fitter | Save Criteria [ Save Resuls g ® ®

Quick Filter v

Current Filters:

Source IP is not any of [127.0.0.1 or 10.52.46.204]

Event Name
User Failed To Log In DP
User Failed To Log In DP
User Failed To Log In DP.
SSH Session From DP
User Logged DP,
User Logged DP
User Logged DP
User Logged DP
User Logged DP.
User Logged DP
User Logged DP
User Logged DP

Ignore The Invalid HTTP Respon... DP.
Ignore The Invalid HTTP Respon... DP

User Logged DP
User Logged DP
User Logged DP
User Logged DP
User Logged DP.
User Logged DP
User Logged DP.
User Logged DP.
User Logged DP
User Logged DP
User Logged DP

TCP Connection Attempt Refuse... | DP.
Ignore The Invalid HTTP Respon... DP
Ignore The Invalid HTTP Respon... | DP.

User Logged DP.

User Logged DP.

User Logged DP.
5 Id

Log Source Count

Default
Default
Default
Default
APIM

APIM

Default
Default
Default
Default
Default
Default
Default
APIM

APIM

APIM

Default
Default
Default
Default
Default
Default
Default
APIM

APIM

Default
Default
APIM

Default
Default
Default

el

Viewing rea

(Clear Filter)

Event

hroh

jwitt — tunnel@jmpsvr:~ — ssh — 148x37

ibited.

tunnel@jmpsvr:~

Feb 14, 2015, 7:07:32 AM
Feb 14, 2015, 7:07:32 AM
Feb 14, 2015, 7:07:00 AM
Feb 14, 2015, 7:07:00 AM
Feb 14, 2015, 7:07:01 AM
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Description

" 'Error
Error
Error
User Login Success
User Login Success
User Login Success

Vimme | mmi; Orimmmnn

Offense
Type

% Multiple Login Failures for the Same User
preceded by Login Failures Followed By Success from the same Usemname

Offense Source

' [E1186.231.37.120

0 80

10.52.46.195 0 10.52.46.195 0

10.52.46.195 0 10.52.46.195 0

10.52.46.195 0 10.52.46.200 ]

10.52.46.195 0 10.52.46.200 ]

10.52.46.195 0 10.52.46.200 (]
Magnitude Source IPs Destination IPs

| BE50.97.202.254

N/A
N/A
admin
admin
admin

mA—in

Search

Magnitude

Users Log Sources

S gpmgmicoudth... | Local @) |admn | Mutpe®
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QRadar Rule Wizard allows for easy
customizations based on out-of-the-box rules e

HHG

Rule Name & Group Rule Category Rule Type Enabled Response Event/Flow Count Offense
Authentication: Login Failure to Disabled Account Authentication Custom Rule Event False Dispatch New Event 0 0
Authentication: Login Failure to Expired Account Authentication Custom Rule Event False Dispatch New Event 0 0
Authentication: Login Failures Followed By Success from the same Sourc... Authentication Custom Rule Event True Dispatch New Event 0 0
Authentication: Login Failures Followed By Success to the same Destinati... Authentication Custom Rule Event True Dispatch New Event 0 0
Authentication: Login Failures Followed By Success to the same Username  Authentication Custom Rule Event True Dispatch New Event 17 1
Authentication: Login Successful After Scan Attempt Authentication Custom Rule Common Tru Dispatch New Event 0 0
Authentioation: Mulipie Logi Failures for Single Usemarme —m_l—
Authentication: Multiple Login Failures from the Same Source Authentication Custom Rule Event Dispatch New Event 0
Authentication: Multiple Login Failures from the Same Source (Windows) Authentication Custom Rule Event False Dispatch New Event 0 0
Authentication: Multiple Login Failures to the Same Destination Authentication Custom Rule Event True Dispatch New Event 0 0
Authentication: Multiple VolP Login Failures Authentication m
Authentication: No Activity for 60 Days Authentication Rule Wizard: Rule Test Stack Editor
Authentication: Possible Shared Accounts Authentication Which tests do you wish to perform on incoming events?
Authentication: Repeat Non-Windows Login Failures Authentication
Aule Test Group Al Export as Building Block
[Apply Authentication: Multiple Login Failures for Single Username on events which are detected by the
when an event matches any of the following BB:CategoryDefinition: Authentication Failures .
nd when at least 5 events are seen with the same Username in 5 minutes & when the local network is one of the following networks
& when the destination network is one of the following networks
© when the IP protocol is one of the following protocols
& when the Event Payload contains this string
© when the source port is one of the following ports
© when the destination port is one of the following ports
& when the local port is one of the following ports
© when the remote port is one of the following ports
Notes @ when the source IP is one of the following IP addresses
Reports authentication failures for the same usemame & when the destination IP is one of the following IP addresses
@ when the local IP is one of the following IP addresses

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Apply Authentication: Mu'tiple Login Failures for Single User on events which are detected by the Local & system

QO and when an event matches any of the following BB:CategoryDefinition: Authentication Failures
Q& and when at least 5 events are seen with the same Username in § minutes

(=)

o

| Anomaly
{23 7 Asset Reconciliation Exclusion
123 @ Authentication

_| Botnet
J | Category Definitions

Please select any groups you would like this rule to be a member of:

Notes (Enter your notes about this rule)

| Reports authentication failures for the same usemame




A Second Look at API Driven HHG
Cloud Management

« C | [1 1052.46.201/welcome Fv 8 ®
it Apps o 1BM Redbooks | Cre.. %8 Inbox [ IBM pplicati OC Opscode M, .. @ 1BM Workload Depl.. [T Help - IBM WebSph.. | ') 18M Systems Director [ Using the IBM Patter.. £ IBM Workload Depl.. | 1BM Image Construc... 3§ IBM Systems Magazi.. & AT&T Natural Voice... »

dy account Log out
HHG HHG Developer Network Ovganization

AP . Internal Customer A ¥

Gefling Started &} About HHG | Community | Support Applications Analytics | APITesting | My Organization

Welcome to the Haddon Hill Group Developer Network

Helping large enterprises get the best
business value from their I'T investments
Advanced, complex IT design,
architecture, infrastructure,

integration, implementation and

management services

Latest News Recent blog posts Active forum topics
API Status Welcome First
Custom developer portal development HHG Blog Posts Echo service now available
More Developer site active
More

45



Testing APIs Available to that Developer HHG

Haddon Hill Group

T S=/ES|
® © @  mapi Maneger * AP Testing | HHG Deve x| || Swagger Ul % | BB Cloud % . )Hyp ml @f (o) Brofs Took oy Medw kdo B ¥ ) contig x | Work
| . { Normal mode: You can dictate and use voice commands - =
& & C [ 105246201/ est e @O0 =

My account Log out

HHG HHG Developer Network Oromizmon
APIs Are Us

AP| Testing | My Organization

Home

API Testing

Seleet an application
Internal App :

Select a method

HMG Cloud Account StRvica/Check account balance
HHG Cloud Echo Service/Mirror a string

HMG Cloud Echo Service/Uppercase a string
Account balance/Check balance

Echo/Uppercase

MQ Service/Get balance

Latest News Recent blog posts Active forum topics
API Status Welcome First
Custom developer portal development HHG Blog Posts Echo service now available
More Developer site active

More




IBM Cloud Orchestrator Can Manage HHG's HHG
Three Clouds
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Haddon Hill Group

C'  [x mips//cs2.adm.hhg.us.com:8443/catalog/submit/39

Deploy a cloud service using advanced patterns

& e CNE LN L
S This offering allows you 10 provision a cloud service that uses the advanced version of pattemns
replication.
ou erwry
-~ ~ Pattern to deploy a Process Server in goiden topology
- - IBM BPM Process Server for Stray Node Disaster with DB2 HADR, HA Deployment Manager and IHS,
Recovery which provides disaster recovery function by utilizing
- Lol GPFS and, stray node and database replication.
™~ F "™
= - Pat:;em to deploy a Process Center in goiden topology
~ ~ IBM BPM Process Center for Classic Disaster Recovery with D2 HAOR and IHS, which provides disssts

IBM BPM Process Center with Embedded DB2

LIS YL M) raged wormar vy

Default DB2 OLTP Pattern for Linux

V/ Boachboud -t Coudorcr %

€« € Bebaps.//cs2.adm hhg.us.com 5443 /dashbo
IBM Cloud Orchestrator

0

new today

Latest items.

There are:no tems lo be desplayed

RegiorMware_ESXIEL

Quota Usage of Current Project

\

ﬂ% !

0 0

to-do overdue

Requested By Priority

%)

[ rovunshuing ot somen -] IBM BPM Process Server with Embedded D82

Base OS - Red Hat 6.6 x64

Request History H H
: b;mos-mm:ama
i today " Hardened IBM BPM Process Center with Embedded
D82
Latest Requests
s e e i W 2 1-22of 22 items 51101501 A0
Register a key 10 enabie access 10 virtusl servers soflaver_pcg
Deptor s clous sensee using paBems - WAS Classik Soffaver E61 Next Cancel
Daeploy a cloud sermce Using advanced patems
Deplor 3 cloud service Uking advanced patems 2MEA015, 80810 PM

VM Status

[ 15 ) ¢
ﬁ% \ “"._\ Total  /

recovery function by utilizing GPFS and block storage
replication.

Pattern to deploy a Process Center in goiden topology
with DB2 HADR and IHS.

Pattern to deploy a Process Server in golden topology
with DBZ HADR and HA IHS, which provide the option

to upload a process application to be installed during

the deployment time.

Pattern to deploy a Process Center in golden topology
with DB2Z HADR and IHS.
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IBM Cloud Orchestrator Self Service Catalog HHG
Across HHG’s Three Clouds

IBM Cloud Orchestrator

DASHBOARI

&« C' | Bbts: //cs2.adm hhg.us.com:8443/catalog/submit/39

IBM Cloud Orchestrator

Inbox

SELF-SERVICE CATALOG

O selt-Senvice » Deploy cloud services » Deploy a cloud sendce using advanced patiems

new today

Deploy a cloud service using advanced patterns

This offering allowss you to provision a cloud senice that uses the advanced version of patiems
Latest items

There are no items to be displayed.
Deployment Configuration

* Instance Name:
Base OS- Red Hat 6.5 x64

* Ervironment Profile:

Lab

* Cloud Group: [%
Reglonvidware_nova

* IP Group:

RegionVitware_Vi Network | ~

Back | | MNext | | Cancel |

!
RegionVatware_ESXISL

RegionVitware L
RegionVitware_ESXISL

SanJose

All Regions
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The ICO BPM pattern looks just like PureApp HHG

® T @  EApiTosting | HHG Develo;

List View

Source

Layout Undo

! 1BM BPM Custom Node

48 1BM BPMHTTP Server
#77% 1BM BPM Process Center Deployment

&7 Manager
IBM BPM Process Server Depioyment
ﬂ Manager

+ Other Components

IBM Cloud Orchestrator - Pattern Bullder

Swagger Ul % | )IBM Cloud Orchestrator

| & Redo

4 Add policy to pattorn

¢+ Advancsd Options

%

BB Pattorn Builder IBM BPV:

C [ mpsz/csd.adm.hhg.us.comiooling/index gt?applD=a-edasB4bb-1f47-4a2a-bef-dccOedbe3ca2 seditorTab

Process
Server Dmgr

Standby D82

User name: admin

Core 05

Patiam Type: Virtual Sysism Patier Type 1.0

Hints

IBM OS Image for Red Hat Linux Systems 2.1.0.0 42

Lock all attributes|

* Name
Stancby DB2

* Password (root)

${pattorn.ConfigPWD_ROOT password

* Password (virtuser)

${patiern. ConfigPWD_USER password

* Flavor

» [ Disk for Standby DBZ instance

+ B Olgh for Standoy OB data

>+ 4 standby Database Server
» %7 BPMDB_HADRStandby

» ) BPM Config Standby DB2

Haddon Hill Group
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|ICO BPM Pattern

IBM Cloud Orchestrator - Pattern Builder

k

Ordering List View

|save | I SaveAs | [ Layout |
Assets

Assel name

» Images

» Scripts

« Software Components
Additional file

-’J Database Server
DB2

i I1BM BPM Custom Node

_ﬂ 1BM BPM HTTP Server

IBM BPM Process Center Deployment

Manager

e
-
u IBM BPM Process Server Deployment

Manager

» Other Components

User name: admin
Source IBM BPM Procass Center with Embedded ...

Undo | &, Redo

+ Add policy to pattern

:l Pattern

: < Advanced Options * Name

IBM BPM Process Center with Embedded |

* Version
1.0
Process G
Center Dmgr Description

Pattern to deploy a Process Center in
golden topology with DB2 HADR and
IHS.

* Type
Patiem
Process Standby DB2 Pattern T te
Center IHS attemn Templa

Lock option for plug-in usage
Unlock plug-ins
Lock all plug-ins except Foundation plug-
ins
Lock all plug-ins

v Pattern-ievel Paramelers

4 Add new parameter

* Password (root)

Password
Verify password
* Password (virtuser)
Password
Verify password
* Password (db2fenct - DB2 Fenced user)
Password

Verify password

HHG

Haddon Hill Group

4
Pattern Type: Virtual System Pattern Type 1.0

Hints
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ICO Deployment

o+ Designer Q Inspector ¥ Optimizer 3 All versions = ",.

Snapshot Process Center

| Process Instances

Instance Name: Status:
| Instance Name Snapshot Process Status Due Date Instance Id Status Owner Subject Priority Due Date TaskId :
% Deploy pattern:318 Tip Deploy Single VSys... Active

Ly

Feb28,201512.. 318

No Process Instance Selected

senvice of the SmartCloud Orchestrator toolkit to perform

Toolkit Settings &
~ Common ~ Exposed ltems
Name: SCOrchestrator_Support_vSys_Next_Toolkit These items have been exposed from this Process App. They are normally the starting
points for the design and implementation.
Acronym: SCOVSYN
.~ Business Process Diagrams:
T T T T T T #2 Change Environment Profile Limits Iz
// Licensed Materials - Property of IBM K T
7/5725-H28 5™ Change Instance End Time !—__-’ =
//(C) Copyright 1BM Corp. 2014 All Rights Reserved #L2 Delete Single vSys Pattern Instance —
// US Government Users Restricted Rights - Use, duplication #{3 Delete vSys Pattern Instances
Sl ) _ #{% Deploy Selected Patterns
{é;nzl?:ure restricted by GSA ADP Schedule Contract with 3 o Deploy Single Pattern
I ) *L Deploy Single V3yshlext Pattern
X PRCE This toolkit provides capabilities to deploy the new ) I

(Edit) virtual system pattern via IBM Cloud Orchestrator 2.4. Human Services:
Therefore the toolkit provides building blocks that can be & Approval =
used in other toolkits or process applications in orderto - & Change Environment Profile Limits IE
build custom service and processes. B Chands letines End T
The toolkit builds function on top of the IBM Cloud & ChangeInstance End Time (Instance Op)
Orchestrator API and uses the GenericREST integration & Delete Single Server Virtual System

& Delete Single vSys Instance
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Questions?




