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HHG’s Hybrid Cloud Integration Platform

AIN-1587: Bring Your Own Flow: Live Demo and Deep Dive 
into Enterprise Class Hybrid Clouds

Attendees will see a live demonstration of the recommended practices for 
architecture, deployment, maintenance and management of a secure 
WebSphere integration infrastructure running across three hybrid clouds. 
The demonstration will show the connectivity scenario of "bring your own 
flow" with IBM Integration Bus running both on- and off-premise, and 
DataPower acting as the secure cloud connector. The connection to 
external endpoints will be through the IBM API Management product on 
SoftLayer with the HHG custom API Portal running also on SoftLayer. 
Cloud management on SoftLayer will be via IBM PureApplication Service 
on SoftLayer, with various options demonstrated multi-cloud management 
including QRadar, UurbanCode Deploy as well as IBM Cloud 
Orchestrator. 
Stream: Application Infrastructure and Integration 
Track: Innovating with APIs, Gateways, SOA
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Cloud Components

• IBM API Management for Internet API access

• API Management Dev Portal for Internet developer access

• IBM API Management and DataPower for access control and 
dynamic routing (policies from WSRR)

• IIB, BPM and/or ODM for middleware processing and or routing 
(duplicated to each cloud)

• WAS/DB2 for backend application

• UrbanCode Deploy with patterns for lifecycle management

• QRadar for security incident and event management

• IBM PureApplication Service on SoftLayer
• IBM Cloud Orchestrator for multi-cloud management
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Introduction & Thanks
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A typical selection of…
Analyst Cloud Prognostications…

• IT service architectures will become even more complex so IT must get 
better at complex IT service infrastructure design, automation, roll out and 
operations

• Over the next two years, a majority current service providers will manage 
their customer workloads on top of a leading cloud provider

• Over the next two years less than one quarter of large enterprise IT shops 
will have completed a significant platform or workload driven PaaS/ 
Infrastructure deployment 

• Over the next two years more than 50% of the new Business 
Intelligence/Analytics implementations will be on the cloud

• Multi-cloud integration technologies will preferentially drive incremental 
migration to the cloud of the enterprise’s proven on premise integration IT 
infrastructures
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A LIVE 50 Minute Technical Infrastructure Walk-through…
HHG’s Hybrid Cloud Integration Platform (1)
1. HHG Multi-cloud Topology
2. Functional use case demo: Multi Cloud, Multi Broker routing from external APIs

a) APIs managed from custom Drupal portal
b) APIs route through the API domain on DataPower to the correct version of IIB on any cloud
c) DataPower custom policies from WSRR

3. SoftLayer Bare Metal ESX server
a) From On-Prem to SoftLayer Bare Metal
b) Production Topology
c) Cloud Management

4. IBM PureApplication Service on SoftLayer
a) IBM PureApp Service on SoftLayer overview
b) Basic Web App & WAS pattern and properties
c) Dev/Test Topology
d) PureApp Shared Services
e) PureApp Monitoring
f) ITCAM Monitoring the Integration Bus flows
g) Patterns: BPM Pattern on PureApp
h) PureApp Pattern Editor
i) HHG ESB in a box in a Box Pattern
j) DataPower Virtual Edition on PureApp
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A LIVE 50 Minute Technical Infrastructure Walk-through…
HHG’s Hybrid Cloud Integration Platform (2)
6. Integration Broker on IBM PureApp

a) IIB Pattern Deployment
b) IIB Properties

7. IIB Lifecycle Management with UCD
a) UCD IBM Integration Broker lifecycle management project
b) UCD project to completely deploy Integration Broker including selected BAR file

8. IBM API Management from the HHG custom Drupal portal
a) APIs route through the API domain on DataPower to the correct version of the Integration Bus 

on any cloud 
b) DataPower custom policies are available from WSRR

9. Security Information and Event Management QRadar
a) QRadar monitors the components across multiple clouds
b) DataPower DSM is monitored by QRadar
c) QRadar monitoring example of custom rules
d) QRadar Monitors MQ/IIB

10.IBM Cloud Orchestrator Manages Multi-Clouds
a) Manage multiple clouds from one location
b) ICO Patterns similar to IBM PureApp Service or PureApp System 
c) Deployments include parameter setting
d) 1,000’s of APIs, workflows and catalogs (Customer designs it, builds it and maintains it)
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HHG Multi-cloud Integration Platform 
Deployment Topology
 HHG already runs a multi-cloud infrastructure within the HHG on premise Integration Labs. 
 HHG invest in fully integrated and cross brand demo, POC, PoT and training from all legacy 

brands of WebSphere, Information Management, Tivoli, Rational, Security & POWER/AIX

 HHG recreated these IBM product integrations with January 2015 available versions on:
1. SoftLayer Bare Metal ESXi servers
2. PureApp Service on SoftLayer
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Manage Functional or Cloud Management Access with 
API Plans, cloud connectors or BlueMix…
Functional Demo

Access HHG API Developer Portal on SoftLayer from the Internet
• Invoke API #1: All On SoftLayer Production API Gateway to DataPower

Policy/Route to MQ/IIB ESB flow to backend WAS application.

• Invoke API #2: SoftLayer and HHG Integration API Gateway through to HHG 
Integration Lab DataPower to IIB ESB flow to back end WAS application

• Invoke API #3: Original HHG Integration Lab API Gateway through to HHG 
Integration Lab DataPower to IIB ESB flow to back end WAS application
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• Create deployment architecture/ quantified technical use 
cases

• Plan your environment, desired capacity & required SLAs

• Order your ESXi Servers from SoftLayer

• Plan your networking, security and access environment then 
coordinate orders with SoftLayer and your network provider & 
set access

 Install Infrastructure and Management for Cloud & VMs
 Install VMs
 Install and integrate products including DevOps/Lifecycle 

Management
 Test & Turnover to users

• Implement your standard ITSM support processes

• Create deployment architecture/ quantified technical 
use cases

• Plan your environment, desired capacity & required SLAs

• Order your PureApp Service from IBM or Business Partner

• Plan your networking, security and access environment. 
Coordinate orders with IBM/Business Partner 
plus network provider & set access 

 Upload licensed patterns, images, etc.
 Deploy desired configuration of shared services with 

integration to enterprise services as necessary
 Deploy desired applications and/or VM assets
 Install and integrate products including 

DevOps/Lifecycle Management
 Test & Turnover

• Implement standard ITSM support processes

~ Four weeks

~1 week

Red is out of scope for today’s presentation and Bold is the focus…
Implementation
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This integration could also be BlueMix…
Functional Demo Using HHG’s API 
Management Portal

Access HHG API Developer Portal on SoftLayer from the Internet
Invoke API #1: All On SoftLayer Production API Gateway to DataPower Policy/Route to MQ/IIB ESB flow to backend WAS

Invoke API #2: SoftLayer and HHG Integration API Gateway to HHG Integration Lab DataPower to IIB ESB flow to WAS app.

Invoke API #3: Original HHG Integration Lab API Gateway to HHG Integration Lab DataPower to IIB ESB flow to WAS app

Invoke API #4: All On SoftLayer Production API Gateway on ESXi to DataPower Policy/Route to PureApp Service to MQ/IIB 
ESB flow to backend WAS application.

API Test Sequence.mp4

Account Service - 

API Test Account Service.mp4

API Test Accout Service - Direct to HHG.mp4

API Test Account Service - Softlayer.mp4
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Multi-cloud HHHG APIs available 
through the HHG API Portal

• IBM API Management 
deploys and manages 
it’s own domain on the 
DataPower Gateway

• APIs can be grouped 
into Plans which 
control the location and 
the cloud routing and 
application execution

• The API portal controls 
access to registered 
users of the plan

• There is also a second 
HHG Demo domain on 
the DataPower for 
routing and this routing 
can be dynamic based 
on policies retrieved 
from WSRR
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This integration could also be BlueMix…
Functional Demo Using IBM API 
Management
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This integration could also be BlueMix…
Routing by API Plan

Softlayer

HHG Integration Lab Cloud
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One approach is to use VMware to move your on premise config to SoftLayer using 
vCenter…
Building your SoftLayer Bare Metal ESX Server

Migration.mp4
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A VMware clone approach…
Purchase and Migrate
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HHG ESX Application Host 
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Intro to IBM PureApplication Service on 
SoftLayer Overview

PureApp Service on SoftLayer.mp4 PureApp on SoftLayer-Full.mp4
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PureApp Shared Services & Monitoring

Monitoring.mp4
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Configure Shared Services Monitoring— ITCAM

• System monitoring includes the familiar ITCAM,TEMS, ITM DW

• Agents are registered automatically
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PureApp Systems Monitoring Views

Monitoring as Administrator.mp4
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Auto Installing the agent for IIB and MQ
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ITCAM Monitoring MQ
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Another look at the PureApp Patterns (BPM)

PureApp Service on SoftLayer.mp4
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BPM DB Properties & Custom Patterns

• The BPM pattern is suitable for development/test and would 
require extension for production
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WAS for ESB Dev Hosting

WAS Pattern.mp4
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An HHG Custom Pattern: “ESB In a Box”

ESB in a Box.mp4
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IBM Integration Broker on PureApp

IIB Pattern and Deployment.mp4
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Deploying IIB with UCD
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IIB 16:55- 18:08 

Setting IBM Information Broker Properties
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IIB Lifecycle Management with UCD
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Deploying IIB and a specific BAR file 
from the UCD “Big Bang” Project
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UrbanCode Deploy process steps

• Process steps
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Big Bang IIB Full Deploy or Redeploy in 
Seven Minutes
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UCD Deployment Dashboard

• Now get your standard operating environment for IIB 

• Everything gets installed
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QRadar monitoring security incidents 
from all clouds

QRadar demo.mp4



39

QRadar DSM Parses the DataPower Logs

• IBM API Management deploys and 
manages it’s own domain on the 
DataPower Gateway

• There is also a second HHG Demo 
domain on the DataPower for 
routing

• The DataPower DSM module for 
QRadar it’s just a parser to manage 
the monitoring by looking at the logs 
from both DataPower domains
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QRadar View
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Multi-Cloud monitoring with IBM QRadar

QRadar also monitors the 
other logs within the HHG 
multiple clouds

 There are many built-in 
rules.

 It is also easy to edit, 
extend or create your own 
rules
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IBM QRadar flags “Offenses” through rules…
Many rules are available out of the box

Alert on 
multiple 
login 
failures 
followed by 
success 
across log 
sources
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Multiple login attempts to the DataPower 
monitored by QRadar
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QRadar Rule Wizard allows for easy 
customizations based on out-of-the-box rules
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A Second Look at API Driven 
Cloud Management

Developer Portal.mp4
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Testing APIs Available to that Developer
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IBM Cloud Orchestrator Can Manage HHG’s 
Three Clouds
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IBM Cloud Orchestrator Self Service Catalog 
Across HHG’s Three Clouds
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The ICO BPM pattern looks just like PureApp
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ICO BPM Pattern
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ICO Deployment
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Questions?


